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Abstract: In order to solve the problems of high energy consumption and high reliance on manual annotation data of tra-
ditional intelligent attack detection methods in UAV networks, a lightweight UAV network online anomaly detection
model based on a double-layer memory-enhanced autoencoder integrated architecture was proposed. The message queue
based on the operating system was used for data packet caching to achieve persistent processing of high-speed data
streams, which effectively improved the stability and reliability of the model. The composite statistical characteristics of
the data flow were calculated based on the damped window model, and the memory complexity in the calculation pro-
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grated architecture for independent training, which reduced the computational complexity and solved the problem of
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n ANRFEZRARRAE ) A DGR B A6 R D Ny
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T A D
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(R0 8 B A 2L

end for

delete (H,) /B & FFHFIESR
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for (6, in LV):
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end for
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L? «z
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[m] e 24 B A R 2 [
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if e[i1[/]> e

€ = € [0 ][ j 1/ARFE IR B IR ZE [ B
R IMBEAE 9 E A iR 22 BA
end if

end for

init Z[].e [ VARSI o R S

FETF R

for (@, in LM):
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e[i]« run(L?) /A E HYmidds 15 H
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end if
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Flood 15639 T TCP SYN 8 07 P ek
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